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Abstract 
Tabletop displays often serve as workbenches by 
allowing users to interact with them using touch 
capability. This work presents PhoneCog, a device 
authentication method on interactive tabletops with 
minimalistic hardware settings by utilizing a color 
sequence pattern recognition technique for device 
identification. Users may place their smartphones on a 
surface, which authenticate and authorize the devices 
to access various services such as sharing images, and 
downloading apps. The method is built only with the 
tabletop displays and does not require any additional 
hardware such as a depth-camera [1]. We also present 
an in-field case study where users utilized the device to 
share various contents among each other in various 
regions in China where the fast network connection is 
not readily available. 
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Introduction 
Tabletops are useful for getting people’s attention when 
displayed in public areas like kiosks and information 
booths. Often times, tabletops are used in passive way, 
where the information from the kiosks stays within the 
device. In order to provide fully engaging experience to 
users, it becomes necessary to identify and allow them 
to take useful data along with their personal devices as 
well as offer personalized experience upon their 
requests. This can be done by recognizing the device 
and pairing it with the system so that users can 
download content from it to their personal devices. In 
the past, various techniques are studied, many of which 
utilize special hardware other than the tabletops and 
the smartphones. HandsDown [2] authenticated users 
with biometric data, while [1] utilized depth information 
read from Kinect [3] along with Collaid [4] in order to 
detect and pair users’ devices to the system. Although 

[1] is much simpler than previously suggested 
methods, it still requires Kinect to be setup on top of 
the tabletops and expect users to not hinder the 
viewing angle of the camera. 

In this study, we present PhoneCog which only requires 
a touch-capable tabletop display without any extra 
paraphernalia to provide more reachable way to deploy 
the system in the wild. We also present a case study 
where PhoneCog is installed in the field. 

Design Principle 
In making PhoneCog, we had several design goals in 
mind. 

Unique Identifier 
The current implementation of PhoneCog can generate 
324 unique chromatic sequence codes that can be 

 
Figure 1. PhoneCog’s device detection and authentication process. 



 

assigned to phones. The number is highly scalable as 
the performance of devices gets enhanced. 

No-Avatar Approach 
In the past, some techniques utilized QR codes or NFC 
tagging to pair phones with a tabletop. However they do 
not track the exact location of the phones on a tabletop 
surface. Instead, they rendered avatars for each phone 
which serves as portal to the devices. In PhoneCog, the 
physical object directly serves the purpose of the portals 
[1] which gives more intuitive interaction with collocated 
physical-virtual proximity of the devices. 

A System Overview 
PhoneCog is a system that consists of two major steps: 
the first step utilizes touch screens’ touch-sensors to 
detect users’ phone. The second step utilizes phone’s 
camera to read a unique sequence of chromatic code 
displayed on a screen. Once detected, the phone is 
identified and authenticated to the local system from 
which the phone can share and download information. 
The detailed steps are described in Figure 1. 

Phone Detection 
Users can put their phones on top of the touch tabletop 
in order to initiate detection. The area covered by 
phones are usually larger than those covered by 
fingers. The number of pixels in millimeter (k) can be 
calculated with the following formula: 

 

From here, we can get expected number of pixels that 
specific phones will cover by calculating their dimension. 
For the current implementation, we set the minimum 

bound to be the size of Apple iPhone 3GS and the 
maximum bound to be the size of Samsung Galaxy Note. 

Phone Recognition 
Once a phone is detected, the tabletop screen goes into 
a recognition stage. On where the phone is detected, a 
display shows a chromatic sequence that consists of 4 
colors (i.e red, yellow, green, and blue). A sequence 
starts with two seconds of white color which represents 
preamble, followed by four colors that are shown for 
0.15 seconds respectively. Since the same color cannot 
follow the color immediately before, we get 4x3x3x3 = 
324 combinations. For detecting color, a phone will 
download a white balance and exposure value that 
matches the client device from a PhoneCog server to 
maximize the detection rate. When a new device is 
released in the market, one can easily add the values 
to the server using an app designed for such purpose. 
Once clients read a color value from the camera, it 
checks if it falls into tolerable range of what is defined 
as each color (RYGB). 

Applications 
Once the phone can be identified, we can think of 
various scenario. For example, users may share or 
download images, contact information, videos. Such 
scenario is shown in a supplemental video. 

Case Study: Chinese Mobile Career 
In many parts of China, the broadband internet is often 
not available and the smartphones are the only digital 
network devices. Also, the mobile network is often pricy 
and slow for users to share and download 
content/apps. A Chinese mobile career has built an app 
based on PhoneCog SDK that distributes mobile apps. 
Users can go to a local carrier store where the system 



 

is setup. When they put their phones on the tabletop, a 
PhoneCog server issues a unique ticket which can then 
be used to identify the phone until the transaction is 
over. From there, they can browse through apps and 
install them by simply dragging icons to their devices. 
The apps are preloaded to the local server in order to 
reduce the network usage. This type of local caching is 
easily found in rural area where the internet connection 
is limited [5](Figure 2). 

Limitations and Future Direction 
The current implementation has following limitations 

Number of Colors & Sequence Length 
Since it is to be deployed to the public, we did not 
custom tune the colors for a particular device, which 
significantly limited the number of colors used for our 
pattern to cover a wide range of camera quality. 
However, as the average quality of camera gets higher, 
we can increase the number of colors to generate more 
unique sequences. Also we currently show each color 
for 0.15 seconds which is minimum length required for 
some of older generation phones. However, similarly, it 
will only going to get shorter with the improvement in 
processing power of mobile chips, in which case we can 
make a longer sequence without increasing the overall 
time by exposing each color for shorter amount of time. 

Less Saturated Colors 
In order to compensate for the loss of quality from the 
low-level camera, we use highly saturated colors for the 
pattern. This can be improved using better color-space 
warping. Less saturated color will be more aesthetically 
pleasing. Ultimately, the changes in colors will be 
unnoticeable by users, while the phones reliably detect 
the changes. 

Conclusion 
In this study, we presented PhoneCog, a method to 
detect and authenticate smart phones on touch-based 
tabletop displays without any extra hardware. We 
discussed the implementation along with the case-
study from the field. We suspect the system like 
PhoneCog can be used to increase media consumption 
in places where the broadband internet is not widely 
available yet. 
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Figure 2. People in China can 
visit career stores to use 
PhoneCog system to link their 
phones to the system to 
download new apps. 


